Zentyal for Network
Administrators

VERSION 6.0

{5 zentyal

Preparation for the certification exam
Zentyal Certified Associate (ZeCA)

{3 zentyaltraining




1. INTRODUCTION TO ZENTYAL......ouuniiiiiiiiiiiieeeeeeeiiiia e e e eeeeiia e e eeeeeees 9
1.1, PRESENTATION ...ooutiiiititiiiiit ettt ettt et et e e e ens 9
1.1.1. SMBsand ITC ... et 9
1.1.2. Zentyal LinUX SeIVer ... ..t 9
1.1.3. Aboutthismanual..........ccooiiiniiiii 11
1.2, INSTALLATION ..ottt ettt et et e e e e e e 11
1.2.1. Zentyalinstaller ........ooooiriiiii i 12
1.2.2. Initial configuration........ccoiiiniiii e 21
1.2.3. Hardware reqUiremMeNnts. .. ...coueueernieieiene e e ae e eneeeaenes 27
1.3. FIRST STEPS WITH ZENTYAL ....cotntniiiiitieiet et eee e eee e e eeaenes 28
1.3.1. Zentyal webadmininterface ............coooiiiiiiiiiiiiie 28
1.3.2. Network configuration with Zentyal.............ccooiiiiiiiiiiiiinnne, 35
1.3.3. Practical @Xamples ..o 4Lh4
1.3.4. Proposed @XerCISeS ...o.iiuiuiiitiiiiiiit ittt et 45
L4, SOFTWARE UPDATES .........uiuniiniiiiiiiit it et ei e e e e e e e e e eaaas 45
1.4.1. Software updatesinZentyal............cooviiiiiiiiiiiiiiiii 45
1.4.2. Management of Zentyal cOmpoNents ............coeevviiiiiiiiiininennnnen. 45
1.4.3. System Updates .......ccovuiiiiiiiiiiii 48
1.4.4. AUtOMAtIC UPAALES . .uvnee e 49
1.4.5. Practical @Xamples ......coeiniiiniiiii e 50
1.4.6. Proposed eXerCiSes ........ouiuiuieiiiiiiiiiii e 50
1.5, LOGS oo 50
1.5.1. Zentyallog QUeries ........o.oviiieiiii e 50
1.5.2. Configuration of Zentyal logs........ovieieiiiiiiiiiiiiee e 52
1.5.3. Log Audit for Zentyal administrators..........c.ceoevevieiiiniiiienninennnnn. 53
1.5.4. Practical examples ......coviiiiiiiiiii 54
1.5.5. Prop0Se@d @XEICISES ...euunueieieie ittt 55
1.6. CONFIGURATION BACKUP ..........ooiiiiiiiiii e 55
1.6.1. Zentyal configuration backup feature............coooeiiiiiiiiiiiiiiene. 55
1.6.2. Zentyal configuration Backup...............ccooiiiiiiiiiiiiin, 55
1.6.3. Practical eXxamples .......ooovieieieiii e 56
1.6.4. Proposed @XEICISES . .ueuiuee ettt et e e e eeaeaas 57
1.7. SELF-ASSESSMENT QUESTIONS ... ....uiuuiuiinitinitnenineteneeneeeneeneeeneenaans 58
2. ZENTYAL INFRASTRUCTURE.........ceuiiniiniitiieieeeet e 59
2.1, INTRODUCTION ... ..imititiiit ittt e 59
2.2. HIGH-LEVEL ZENTYAL ABSTRACTIONS ......oouuiuiinitiniineneieeeneeieeenaeneenes 60
2.2.1. NetWork ODJECES «uuiei e e 60
2.2.2. NetWOIK SEIVICES «.uvtieei et eees 62
2.2.3. Practical examples ......ccoviniiiiiiiiii 64
2.2.4. PropoSed @XEICISES ... .ouuureieinet ettt ettt naaas 65
2.3. DOMAIN NAME SYSTEM (DNS) ..., 66



2.3.1. Introduction to DNS....ooiiii i 66
2.3.2. DNS cache server configuration with Zentyal ................ccciienenn. 70
2.3.3. Transparent DNS Cache .......ccouiuiiiiiiii e 72
2.3.4. DNS FOIrWArders ...coieiiiii ittt et anaeas 73
2.3.5. Configuration of an authoritative DNS server with Zentyal.............. 73
2.3.6. Practicalexamples ........cccooiiiiiiiiiii 77
2.3.7. Proposed @XerCiSes .........ouvuiuiuieieiiii et 78
2.4.1. Introduction toO NTP .. e 79
2.4.2. Configuring an NTP server with Zentyal ..........c.cociiiiiiiiiiinns 79
2.4.3. Practical examples ..........oiiiiii 81
2.4.4. Proposed eXerCiSes .........ouiuiuiiiiiiiiii i 81
2.5.1. Introduction tO DHCP ......viiii i 82
2.5.2. DHCP server configuration with Zentyal............cccooiieiiiiiiienen.. 83
2.5.3. Practical examples ......ccoviniiiiiiii i 87
2.5.4. Proposed @XerCiSeS .....ccvuiuiiieiiiiiiiii i 88
2.6.1. Public Key Infrastructure (PKI).......ccoouiiiiiiiiiiii e 88
2.6.2. Importing certificatesinclients ..........coooiiiiiiiiii i 91
2.6.3. Certification Authority configuration with Zentyal........................ 98
2.6.4. Practical examples .........oieiiiiiii 104
2.6.5. PropoSed @XEICISES .. .cueuuiuine ettt e e eeas s 105
2.7.1. Introduction to the virtual private networks (VPN).......................l 105
2.7.2. Configuration of a OpenVPN server with Zentyal.......................... 106
2.7.3. Configuration of a VPN server for interconnecting networks ........... 112
2.7.4. Configuration of an OpenVPN client ..........ccooiiiiiiiiiiinnl 113
2.7.5. Practical @Xxamples .....ooiiiiiiiiii el 116
2.7.6. Proposed eXerCiSes .......c.viiiiiniiiiiiiiiiiiiii e 118
2.8.1. Introductionto IPsecand L2TP .......cooiiiiiiiiiii e 118
2.8.2. Configuring an IPsec tunnelin Zentyal .........cccoiiiiiiiiiinninennnnnl 119
2.8.3. Configuring an L2TP/IPsec tunnelin Zentyal ............ccoiieieiniinilll 121
2.8.4. Practical eXxamples ......cooviniiiniiii i 122
2.8.5. Proposed @XErCiSES ....cucuiuineieieie it 123
2.9.1. Introduction to FTP.....oiiniiiii e 123
2.9.2. Configurationof a FTP client.........cocoiiiiiiiiii 124
2.9.3. FTP server configuration with Zentyal ............ooooiiiiiiiiinnll 128
2.9.4. Practical @Xamples .....oviiiiiiiiii el 129
2.9.5. Proposed eXerciSes .........coceiiiiiiiiiiiiiiiiii 130
2.10. 2. INtrodUCHION ..ot e 130
2.10.2.Creating virtual machines with Zentyal.................oool 130
2.10.3.Virtual machine maintenNanCe ........ccovieiiiiiiiiiiiii e 133
2.10.4.Practical examples ..........oiiiiii 135
2.10.5.Prop0oSed @XEICISES .. .euenenieieiee et 136
2.11.1.Design of @ backup system ........ccoviuiiiiiiiiiiii e 136
2.11.2.Data backup configuration in a Zentyal server ...........c.c.coeeinininilll 137
2.11.3.Practical eXamples ......cooviniiiieii 141

2.11.4.Proposed @XEICISES .. .ouiuuiniiieiiie it 142



3.2.1.
3.2.2.
3.2.3.
3.2.4.
3.2.5.
3.2.6.

3.3.1.
3.3.2.
3.3.3.
3.3.4.
3.3.5.
3.3.6.

3.4.1.
3.4.2.
3.4.3.
3.4.4.
3.4.5.
3.4.6.

3.5.1.
3.5.2.
3.5.3.
3.5.4.
3.5.5.
3.5.6.
3.5.7.
3.5.8.
3.5.9.

3.6.1.
3.6.2.
3.6.3.
3.6.4.
3.6.5.

4.2.1.
4.2.2.
4.2.3.
4.2 .4,
4.2.5.
4.2.6.

Introduction to the Firewall System ..........ccooiiiiiiiiil 145

Firewall configuration with Zentyal ...........ccoiiiiiiiil 146
Port forwarding with Zentyal ... 150
Source rewriting rules (SNAT) with Zentyal .........cccoviiiiiiiininnen..s 150
Practical eXamples ..o e 152
Proposed eXerciSes .......coeiuiuiieieiiii e 153
Introduction to NetWork routing.........ccoveveveiiieiiiiieen 154
Configuring routing with Zentyal ...........cooiiiiiiiiiiiia 154
Configuring traffic balancing with Zentyal ...l 157
Configuring wan-failover in Zentyal..........c.cccoviiiiiiinnn.ld 159
Practical examples .......ccooiviiiiiiii 161
Proposed @XErCiSes ......cuvuiuiiiiiiiiii e 163
Introduction to RADIUS ... 163
Configuring an access point With RADIUS ..........c.cociiiiiinninnlld 163
Configuration of the RADIUS client.........ccooiiiiiiiiiiiiiin 165
Configuring a RADIUS server with Zentyal ..........c.ccoviiiieiionnld 168
Practical examples ........ooviiiiiiii e 170
Proposed EXerCiSeS ...ouuuuiiei i 170
Introduction to HTTP Proxy Service........ccooviiiiiiiiiiiiinl 170
Configuring the web browser to use the HTTP Proxy ..................... 171
HTTP Proxy configurationin Zentyal ...........ccoooviiiiiiiiinnnld 175
ACCESS RULES ..c.eeee e 176
Filter profiles......o.oee e 178
Bandwidth Throttling.......cc.oiieiiiii el 183
HTTPS block by domain .........ooeiiiiiiiii el 184
Practical examples ......cooiniiii 185
Proposed @XErCiSes .......vue i 187
Introduction to Intrusion Detection/Prevention System ................. 187
Configuring an IDS/IPS with Zentyal ..........c.oooiiiiild 188
IDS/IPS ALEITS . .eneneieeee ettt et 189
Practical eXxamples ........ooeieiiiiiii e 189
Proposed eXerCises .......coevuiuiiiieiiii e 190
Introduction to Directory and Domain Services..................oonilll 193
Configuring a Domain Server with Zentyal...............coooiiiiinil 195
Configuring Zentyal as a Standalone Domain server..................... 200
Joining a Windows client to the domain................ooiiiiiiiinne. 202
Kerberos Authentication System............coooiiiiiiiiiii 204
Changing the user password ............ccooiiiiiiiiiiiiiiiiiee 206



4.2.7. Group Policy Objects (GPO) ......cuvuieiiiiiiiiii e 206

4.2.8. Joining Zentyal Server to an existing domain ...............c.ccceieeee. 207
4.2.9. Total Migration.......cc.ouieiiiiiii e 210
4.2.10.Known Limitations ..........cooiiiiiiiiiii 211
4.2.11.Configuring a file server with Zentyal...........coooiiiiiiiiiiiiiiieene. 211
4.2.12.Practical examples ........ccoiviiiiiiiiii 215
£4.2.13.Proposed @XErCiSES .......cuiuiuiuiuiiee it 216
4.3.1. Configuring the Antivirus module ... 217
4.3.2. Practical examples ......ooiiiiiii i 218
4.3.3. Proposed @XerCiSeS .......ceiuiuiieieiii i e 219
5.2.1. Introduction to the e-mail service .............coooiiiiiiiiiiiiineenn. 221
5.2.2. SMTP/POP3-IMAP4 server configuration with Zentyal................... 224
5.2.3. E-mail client configuration ..........c.cooeiiiiiiiiiiii 230
5.2.4. Webmail....ocoiiiiiii 238
5.2.5. ActiveSyNc® SUPPOrt.....c.ouiuiiiiiiiiiiiii i 240
5.2.6. Practical eXxamples .......cooiniiiiniiii e 240
5.2.7. Proposed @XerCiSES ......couiuiueiuini i 241
5.3.1. Introduction to the mail filter.............coooiiiiiiiiiie 242
5.3.2. Mailfilter schemain Zentyal..........cccoieieiiiiiiiiii e 242
5.3.3. Grey LISt o e 242
5.3.4. Content filtering system ...........cooiviiiiiiiiiiii 243
5.3.5. ANLIVIFUS «.vniii i 244
5.3.6. ANLiSPam . ..ueiiii 244
5.3.7. SMTP mMailfilter.....coeiriii e 246
5.3.8. External connection control lists..............coooiiiiiiiiiiiiiiinnnn. 248
5.3.9. Practical @eXxamples ......oooiiiiiiiii e 249
5.3.10.Prop0oSed @XEICISES ....uuiutit ittt aeaes 250
5.4.1. Introduction to instant messaging service ............ccoveiiiiiiiinnnn. 250
5.4.2. Configuring a Jabber/XMPP server with Zentyal............c.c.ceenenene. 251
5.4.3. Settingup alabberclient ..............ooi 253
5.4.4. Setting up Jabber MUC (Multi User Chat) rooms ............c..cvevnnnnen. 258
5.4.5. Practical examples ..... oo e 263
5.4.6. Proposed eXercises ..........cociuiiiiiiiiiiiiiii 264
6.1.1. About virtualization ...........cooiiiiii e 267
6.1.2. VIrtUalBOX. .. oo 268

6.2.1. Scenario 1: Base scenario, Internet access, internal networks and

NOSE NETWOIK ..t eaeaes 280
6.2.2. Scenario 2: Multiple internal Nnetworks ............coviiiiiieiiinenens 282
6.2.3. Scenario 3: Multiple gateways ...........ccooiiiiiiiiiiiii 283



6.2.4.
6.2.5.

6.3.1.
6.3.2.
6.3.3.
6.3.4.
6.3.5.
6.3.6.
6.3.7.

6.4.1.

Scenario 4: Base scenario + externalclient.........ccovvvviiiiinenninnns. 285

Scenario 5: MUlti teNanCy .......oeieieiniii e 286
Importing configuration data ...........ccooeviiiiiiiiiiii 287
Advanced Service Customization ..........cccoveveieiiiiiiieininiinennns 288
Development environment of new modules ................c.coeeennene. 290
Commercial Edition Release Policy.........ccovviiiiiiiiiiiiiie, 290
Development Edition Release Policy..........ccevvvviiiiiiiiiininnnnnne. 291
Bug management policy ........cocooviiiiiiii 291
Community SUPPOIt ....ovviiiiii 291
Answers to self-assessment QUEStIONS ........covveviiniiiiiiieiiniiinen. 292



{5 zentyal

The new certificates with the Common Name will be issue after save
changes.

Click on Save Changes top button.

All the certificates are generated and the modules are configured with
these certificates.

Review all the certificates issued by the CA by using commands ‘cat’ and ‘openssl'.
Keep in mind that all the generated certificates are stored in /var/1ib/zentyal/CA/.

The virtual private networks *’ were designed to allow secure access for remote
users connected via the Internet to the corporate network as well as securely con-
nect different subnets via the Internet.

Your users might need to access to the internal network resources when they are out-
side the company premises, for example sales people or teleworkers. The solution is
to allow these users to connect to your system via the Internet, although this might
mean risking the confidentiality, availability and integrity of the communication. To
avoid these problems the connection is not made directly but through virtual private
networks.

Using VPN you can create a secure communications tunnel over the Internet that will
only accept connections from authorized users. Traffic is encapsulated and can only
be read at the other end. Apart from the security advantages VPN connections are
seen like another local network connection by the Firewall, thus, having access to
local resources and simplifying the infrastructure needed to offer remote services.

The usefulness of the VPN is not limited to remote access by users. An organization
may wish to interconnect networks located in different places, such as offices in dif-
ferent cities.

Similarly, Zentyal can operate in two modes, as a server for remote users and also as
a VPN Client of a VPN hub server.

Zentyal integrates OpenVPN 22 to configure and manage virtual private networks. In
this section you will see how to configure OpenVPN, who has the following advan-
tages:

Authentication using public key infrastructure.
SSL-based encryption technology.
Clients available for Windows, Mac OS and Linux.

Easier to install, configure and maintain than IPSec, (another open source VPN al-
ternative).

Allows to use network applications transparently.

27 http://en.wikipedia.org/wiki/Virtual_private_network
28 http://openvpn.net/
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CHAPTER 2

ZENTYAL INFRASTRUCTURE

2.7.2

CONFIGURATION OF A OPENVPN SERVER WITH ZENTYAL

Zentyal can be configured to support remote clients, (sometimes known as road war-
riors). This means a Zentyal server acting as a gateway and VPN server with multiple
local area networks, (LAN), behind it, allows external clients, (the road warriors), to
connect to the local network via the VPN service.

e .]
‘_. g%@

Client

-

Manager

Figure 2.54: Zentyal and remote VPN clients

The goal is to connect the data server with other two remote clients, (Business man-
ager and Client), and also the remote clients to each other.

First, you need to create a Certification Authority and individual certificates for the
two remote clients. You need to explicitly create an unique certificate for each user
that will connect to the VPN through Certification Authority — General.

Note that you also need a certificate for the VPN server. However, Zentyal will issue
this certificate automatically when new VPN server is created.

In this scenario Zentyal acts as a Certification Authority.

Current Certificate List

S I T
Certification Authority Cerificate from Example Comp Inc alid 2027-02-17 21:05:47 EE.
Example Corp Inc Authority Centificate Valid 2027402-17 21:05:47 @..
vpn-vpnzentyal Walid 2027-02-17 21:05:47 El

client Walid 2027-02-17 21:05:47 @

I

Example Corp Inc Authority Certificate Revoked 2018-12-01 21:05:00

© Revoke 2 Download Key(s) and Cerificate (@ Renew

Figure 2.55: Server certificate (blue underline) and client certificate (black underline)

Once you have the certificates then configure the Zentyal VPN server by selecting Cre-
ate a new server. The only value you need to enter to create a new server is the name.

Zentyal ensures the task of creating a VPN server is easy and it sets the configuration
values automatically.
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VPN servers ©

List of servers

R =] O 1)

(KL v Fage 1

Figure 2.56: New VPN server created

The following configuration parameters are added automatically and can be changed
if necessary: port/protocol, certificate, (Zentyal will create one automatically using
the VPN server name), and network address. The VPN network addresses are assigned
both to the server and the clients. If you need to change the network address you
must make sure that there is no conflict with a local network. In addition you will
automatically be notified of local network detail, i.e. the networks connected directly
to the network interfaces of the host, through the private network.

TIP: Zentyal allows the configuration of VPN with UPD or TCP protocols. UDP
is faster and more efficient, as less control information is transmitted, therefore
there is more room for data. TCP, on the other hand, is more reliable and can
cope better with unstable connections and Internet providers that kill long last-
ing connections.

As you can see the VPN server will be listening on all external interfaces. Therefore
you must set at least one of your interfaces as external at Network — Interfaces. In
this scenario only two interfaces are required, one internal for LAN and one external
for Internet.

If you want the VPN clients to connect between themselves by using their VPN ad-
dresses, you must enable the option Allow connections among clients.

In most of the cases you can leave the rest of the configuration options with their
default values.
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VPN servers | vpnzentyal

Server configuration

Server port

| UDP v|pnn

VPN address
Use a network address which is net used by this machine

192.168.161.0 /| 24 vl

Server certificate

| vpn-vpnzentyal v |

Client authorization by common name
If disabled, any client with a certificate generated by Zentyal will be able to connect. If enabled, only certificates whose common name begins with the selected value wil
be ahle to connect

disabled v

TUN interface

# Network Address Translation
Enabile it if this VPN server is not the default gateway

Allow client-to-client connections
Enable it to allow client machines of this VPN to see each other

Allow Zentyal-to-Zentyal tunnels
Enable it if this VPN is used to connect to another Zentyal

Zentyal-to-Zentyal tunnel password Cpronal

e

Reject routes pushed by Zentyal tunnel clients
When checked this server wil not take any route advertised by its client

Interface to listen on

All network interfaces  »

Redirect gateway
Makes Zentyal the default gateway for the client

First nameserver Opoonal

Second nameserver Cptional

Search domain O 1
WINS server Optional

CHANGE

Figure 2.57: VPN server configuration

In case more advanced configuration is necessary:

X VPN ADDRESS: Indicates the virtual subnet where the VPN server will be located
and the clients it has. You must take care that this network does not overlap with
any other and for the purposes of firewall, it is an internal network. By default
192.168.160.1/24, the clients will get addresses .2,%.3%, etc.

X SERVER CERTIFICATE: Certificate that will show the server to its clients. The
Zentyal CA issues by default a certificate for the server, with the name vpn-
<yourvpnname>. Unless you want to import an external certificate, usually you
maintain this configuration.
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X CLIENT AUTHORIZATION BY COMMON NAME: Requires that the common name of the

1

client certificate will start with the selected string of characters to authorize the
connection.

TUN INTERFACE: By default a TAP type interface is used, more similar to a bridge of
Layer 2. You can also use a TUN type interface more similar to a IP node of Layer

3.

NETWORK ADDRESS TRANSLATION: (NAT) Itis recommended to enable this transla-
tion if the Zentyal server that accepts the VPN connections is not a default gateway
of the internal networks to which you can access from the VPN. Like this the clients
of these internal networks respond to Zentyal's VPN instead of the gateway. If
Zentyal server is both the VPN server and the gateway, (most common case), this
option is indifferent.

- VPN INCOMING
VPN CLIENT DEFAULT iATEWAY |
ZENTYAL VPN SERVER
USING NAT
VPN RESPONSE

(CONNECTED) VPN CLIENT

Figure 2.58: VPN server using NAT to become the gateway for the VPN connection

X REDIRECT GATEWAY: If this option is not checked, the external client will access

through the VPN to the established networks, but will use his/her local connection
to access to Internet and/or rest of the reachable networks. By checking this option
you can achieve that all the traffic of the client will go through the VPN.

The VPN can also indicate name servers, search domain and WINS servers to over-
write those of the client. This is specially useful in the case you have redirected the
gateway.

After having created the VPN server you must enable the service and save the
changes. Later you must check in Dashboard that the VPN server is running.
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OpenVPN dasmons

~ Server vpnzentyal
Service  Enabled
Daemon statis  Running
Local address Al network interfaces
Fort  1194/UDP
VFN subnet  192.168.161.0/255.255 2650
VPN network interface  tap0

VPN interface address  192.168.161.1/24

Figure 2.59: Widget of the VPN server

After this you must advertise networks, i.e. routes between the VPN networks and
between other networks known by your server. These networks will be accessible by
authorised VPN clients. To do this you have to enable the objects you have defined,
(see High-level Zentyal abstractions), in the most common case, all internal networks.
You can configure the advertised networks for this VPN server through the interface
of Advertised networks.

VPN servers | vpnzentyal @

List of Advertised Networks

I S BN
o]
incemal @

o v Fage 1

Figure 2.60: Advertised networks of your VPN server

Once you have done this, it is time to configure the clients. The easiest way to con-
figure a VPN client is by using the Zentyal bundles, (installation packages that include
the VPN configuration file specific to each user and optionally, an installation pro-
gram). These are available in the table at VPN — Servers, by clicking the icon in the
column Download client bundle. You can create bundles for Windows, Mac OS and
Linux clients. When you create a bundle select those certificates that will be used by
the clients and set the external IP addresses to which the VPN clients must connect.

As you can see the image below you can have one main VPN server and up to two sec-
ondary servers depending on the Connection strategy when defining the connection
order or you can also try a random order.

Moreover, if the selected system is Windows, you can also add an OpenVPN installer.
The Zentyal administrator will download the configuration bundles to the clients us-
ing the most appropriate method.
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VPN servers | vpnzentyal ©

Download Client Bundle

Client's type
| Windows '|

Client's certificate

| client v

< Add OpenVPN's installer to bundle
OpenVPHN installer for Micresoft Windows

Connection strategy

|Random'

Server address
This is the address that will be used by your clients to connect to the server. Typically, this will be a public [P or host name

| 192.168.1.37 |

Additional server address (optional) Oprional

Second additional server address (optional) Oprional

DOWNLOAD

Figure 2.61: Download client bundle

A bundleincludes the configuration file and the necessary files to start a VPN connec-
tion.

You now have access to the data server from both remote clients. If you want to
use the local Zentyal DNS service through the private network you need to config-
ure these clients to use Zentyal as name server. Otherwise it will not be possible
to access services by the hosts in the LAN by name, but only by IP address. Also, to
browse shared files from the VPN 2°, you must explicitly allow the broadcast of traffic
from the Samba server.

You can see the users currently connected to the VPN service in the Zentyal Dash-
board. You need to add this widget from Configure widgets, located in the upper part
of the Dashboard.

Dashboard

vpnzentyal

Common name Address Connected since

Example Corp Inc Authorty
Ceniificate 2018

102.168.1.38:60065 | oot Dec 123:16:34

Figure 2.62: Widget with connected clients

29 For additional information about file sharing go to section Domain Controller and File Sharing
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2.7.3

CONFIGURATION OF A VPN SERVER FOR INTERCONNECTING NETWORKS

In this scenario two offices in different networks need to be connected via private
network. To do this you will use Zentyal as a gateway in both networks. One will act
as a VPN client and the other as a server. The following image clarifies the scenario:

s
“—>

Figure 2.63: Office interconnection with Zentyal through VPN tunnel

The goal is to connect multiple offices, their Zentyal servers and their internal net-
works, so that one single network infrastructure can be created in a secure way
through Internet. To do this you need to configure a VPN server similarly as explained
previously.

However, you need to make two small changes. First, enable the Allow Zentyal-to-
Zentyal tunnels to exchange routes between Zentyal servers, and then introduce a
Password for Zentyal-to-Zentyal tunnels to establish the connection between the two
offices in a safer environment. Take into account that you need to advertise the LAN
networks in Advertised Networks.

Another important difference is the routing information exchange. In the roadwar-
rior to server scenario described previously the server pushes network routes to the
client. In the server to server scenario routes are exchanged in both directions and
propagated to other clients using the RIP *° protocol. Therefore you can, as a client,
configure the Advertised Networks that will be propagated to the other nodes.

Clientes de VPN

Lista de clientes

4+ ANADIR NUEVOIA ‘ |Q‘

e [8] [#] el

[10 v Pagina 1

Figure 2.64: Zentyal as VPN client

You can configure Zentyal as a VPN client at VPN — Clients. You must give a name to
the client and enable the service. You can configure the client manually or automat-
ically by using the bundle provided by the VPN server. If you do not use the bundle
you must introduce the IP address and protocol-port for the server accepting requests.
The tunnel password and certificates used by the client will also be required. These

30 http://www.ietf.org/rfc/rfc1058
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certificates must have been created by the same certification authority the server
uses.

Clientes de VPN | Subir paquete de configuracion para
zentyal-client

Subir el paguete de configuracién del cliente

Subir el paquete de configuracién

Seleccionar archivo | zenTOzen-Zent. _lient targz v

CAMBIAR

Figure 2.65: Automatic client configuration using VPN bundle

When you Save changes in the Dashboard you can see a new OpenVPN daemon run-

ning as a client and the objective connection directed towards another Zentyal server
configured as a server.

Demaonios OpenVPN

 Cliente zentyal-client
Servicio  Habilitado
Estado del demaonio Ejecutandose
Blanco de ja conexion  192.168.1.37 11195/UDP

Direccion de la interfaz
e Py 192.168.1632/24

Figure 2.66: Dashboard of a Zentyal server configured as a VPN client

The propagation of routes can take a few minutes.
2.7.4 CONFIGURATION OF AN OPENVPN CLIENT

In order to configure a VPN client on Windows first your system administrator must
give you the bundle for your client.

Figure 2.67: The system administrator gives you the bundle for your client

You must unzip it, (click on the file with right button and select Extract all). You will
find all the VPN installation files and related certificates.
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mv| . » vpn » vpnzentyal-client-zentyal-domain.lan

Organize = Include in library « Share with « MNew folder =~ 0 @
Y Favorites * | Name - v Date modified Type

Bl Desktop || 646AFEB0TIB5BD35. pem 02/10/2014 17:50 PEM File

& Downloads || cacert.pem 02/10/2014 17:50 PEM File

=l Recent Places r—‘,' openvpn-2.3.2-install.exe 15/09/2014 12:38 Application

® vpnzentyal-client.ovpn 02/10/2014 17:50 OpenVPN Config

- Libraries || zentyal-domain.lan.pem 02/10/2014 17:50 PEM File

@ Documents =

‘Ja Music

[E5] Pictures

E Videos
ia Homegroup

M Com puter

I 2

‘i Network

' 5 items

Figure 2.68: Extracted bundle files

Right click on the installer and click on Run as administrator. OpenVPN needs to create
the virtual network interface and install the drivers.

() OpenVPN 2.3.2-1003 Setup (== [=]
License Agreement

0 PE N Please review the license terms before installing OpenvPN

2,3.2-1003.

Press Page Down to see the rest of the agreement.

CpenVPN (TM) — An Open Source VPN daemon -
Copyright (C) 2002-2010 OpenVPN Technologies, Inc. <sales@openvpn.net= =
This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN

or any of the bundled components enumerated below, you

agree to be bound by the conditions of the license for

each respective component,

OpenVPM trademark

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenvPM 2.3,2-1003.

Mullsoft Install System w2, 46-101

[ < Back ” I Agree l’ Cancel

Figure 2.69: Accept the OpenVPN license

It is recommended you install all the modules.
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| OpenVPN 2.3.2-1003 Setup o] =)
Choose Components
0 PE N Choose which features of OpenVFN 2.3.2-1003 you want to
install.

Select the components to installjupgrade. Stop any OpenVPM processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: OpenVPM User-Space Components "

OpenVPM Service

TAP Virtual Ethernet Adapter
OpenVPM GUI

OpenVPHM File Assodations

- [¥] OpenssL Utilities

E o P

m

P Y S PPN

Description
Space required: 4. 5MB Position wour mouse over a component bo see its
description.

Mullsoft Install Syskem w2, 46-101

| <Bak || Next> | [ caneel

Figure 2.70: List of modules that will be installed

The network adapter software is not certified for Windows but it is totally safe to
install.

[-7] Windows Security E
Would you like to install this device software?

= Mame: TAP-Win32 Provider V9 Network adapters
_k,' Publisher: OpenVPN Technologies, Inc.

Always trust software from "OpenVPN Install ] | Don't Install
Technologies, Inc.".

@ You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

Figure 2.71: Despite the warning you can install the driver

TIP: You must copy all the files included in the bundle, except for the OpenVPN
installer, to the folder C:\Program Files (x86)\OpenVPN\config to guarantee the
daemon will automatically find them.

Onceinstalled a double click on the shortcut that has appeared in your desktop allows
you to connect to the VPN.
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-

- -

OpenVPM GLUT

Figure 2.72: Shortcut to connect to the VPN

"]D Consulting Inc.” has equipped its two sales agents with corporate laptops. These
laptops need to have access to company intranet. Grant the sales agents access by
using the OpenVPN module.

Access the Zentyal interface, go to side menu Software Management —
Zentyal Components.

Zentyal shows a list with all installable modules.
Select the VPN module and click on Install button.

A modal window with module info is shown, once you have confirmed,
the installation process starts to install the own module and its dependencies.

Go to Module Status and enable the VPN module, to do this, check the
box at the Select column. It will inform us about what changes will be done in the
System. Allow the operation clicking the Accept button.

The button Save Changes has been enabled.

Go to side menu VPN —> Servers. Click on Add new and set a name to the
VPN connection in Name. Click on Add.

The new VPN connection is listed.

Click on Configurein the new VPN connection. Check the box Allow client-
to-client connections and Redirect gateway. Click on Change.

The configuration file is modified and is ready to be applied.

Go to the VPN —> Servers. Click on Configure in the Advertised networks
column.

All the networks that will be shared are listed.

Set the network that you want to share with the sales agents’ laptops.
The networks are listed.

Go to the VPN —> Servers. Check the box Enabled

The VPN is ready to be started.

Click on Save Changes top button.

The VPN module is configured and enabled.

Go to the side menu Certification Authority —> General. Set the FQDN of
the sales’s laptop in Common Name and click on Issue.

The certificate is issued.

Repeat the action for the other laptop.
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Both certificates are listed.

Go to VPN —> Servers. Click on Download client bundle. Select Windows
in Client’s type, the certificate of the sales’ agent in Client’s certificate, check the
box Add OpenVPN's installer to bundle and set the public IP of the Zentyal server
in Server address. Click on Download.

The bundle with the VPN configuration for the client is downloaded.
Repeat the action for the other laptop.
The bundle is downloaded for the other laptop.

After opening a new branch office in Chicago, the company wants to connect the new
office with the headquarters located in Washington DC safely. You should connect
the offices by using the OpenVPN module in both servers.

In the Washington DC server, access the Zentyal interface, go to the side
menu Certification Authority—> General. Setthe FQDN of second serverin Common
Name and click on Issue.

The certificate is issued.

On both servers, access the Zentyal interface, go to Software Management
— Zentyal Components.

You will see a list of all modules available for installation.
Select the VPN module and click on Install button.

You will see a pop-up window with module information. Upon confirma-
tion the system proceeds with the installation of the module and its dependen-
cies.

On both servers, go to Module Status and enable the VPN module by
checking the corresponding box in the Status column. You are informed about the
changes that will take place. Allow the operation by clicking on Accept button.

The button Save Changes has been enabled.
In the Washington DC server, go to side menu VPN —> Servers.
All the VPNs are listed.

Click on Add new and set a name to the VPN connection in Name. Click
on Add.

The new VPN connection is listed.

Click on Configure in the new VPN connection. Check the box Allow
Zentyal-to-Zentyal tunnels and set the password in Zentyal-to-Zentyal tunnel pass-
word. Click on Change.

The configuration file is modified and is ready to be applied.

Go to the VPN —> Servers. Click on Configure in the Advertised networks
column.

All the networks that will be shared are listed.

Modify the network that you want to shared with the other Zentyal
server.

The networks are listed.
Go to the VPN —> Servers. Check the box Enabled
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The VPN is ready to be started.
Select the Save Changes top button.
The VPN module is configured and enabled.

Go to VPN —> Servers. Click on Download client bundle. Select the certifi-
cate of the other Zentyal server in Client’s certificate and set the public IP of the
Zentyal server in Server address. Click on Download.

The bundle with the VPN configuration for the Washington DC is down-
loaded.

In the Chicago server go to side menu VPN —> Clients. Click on Add new
and set a name to the VPN connection in Name. Click on Add.

The new VPN connection is listed.

Click on Configure in the column Upload client bundle. Click on Browse
and search the bundle file with the VPN configuration. Click on Charge.

The Client VPN is configured and is ready to be applied.

Go to the VPN —> Clients. Click on Configure in the Advertised networks
column.

All the networks that will be shared are listed.

Modify the network that you want to shared with the other Zentyal
server.

The networks are listed.

Go to side menu VPN —> Clients. Check the box Enabled.
The Client VPN is ready to be started.

Select the Save Changes top button.

The VPN module is configured and enabled.

Configure a VPN which will be only valid with a particular certificate. Check it with
two clients, one will have the right certificate and the other won’t have a valid one.

The IPsec protocol ** (Internet Protocol security) is a set of protocols that aim to im-
plement security over the TCP/IP network communications. It provides both authen-
tication and encryption of the session. Unlike other solutions like SSL or TLS, IPsec
does not work in the application layer but in the network layer. This allows you to
provide security to any communication without having to modify the application you
are using.

Like OpenVPN™, IPsec is used to deploy virtual private networks (VPN). It can operate
in several modes, host to host, network to host and network to network, being the last
one the more frequent: you have subnetworks that you want to link in a secure way
over an untrusted network, like the Internet.

31 http://en.wikipedia.org/wiki/IPsec
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